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1 Summary Online Safety Policy  

2 Responsible person Ben Atkinson 

3 Accountable SLT member Ben Atkinson 

4 Applies to ☒All staff 

☐Support staff 

☐Teaching staff 

5 Who has overseen development 

of this policy 

Louise Pitts 

6 Who has been consulted and 

recommended policy for approval 

LGB 

7 Approved by and date LGB 29.8.24 

8 Version number 3.0 

9 Available on  

Every 
☐Y 

☒N 

Trust website 

Academy website 

SharePoint 

☐Y ☒N 

☒Y ☐N 

☒Y ☐N 

10 Related documents (if applicable)  

11 Disseminated to ☒Trustees/governors 

☒All staff 

☐Support staff 

☐Teaching staff 

12 Date of implementation (when 

shared) 

Autumn Term 2024 

13 Consulted with recognised trade 

unions 
☐Y ☒N 
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1. Key Staff 
 
Ben Atkinson – Online Safety Lead 
 
Louise Pitts – Designated Safeguarding and Child Protection Lead (DSL) 
 
Amy Carter – Deputy Designated Safeguard and Child Protection Lead (DDSL) 
 
Tom Havercroft – SENCO 
 
George McMaster – Online Safety Governor 
 
Terry Johnson – Safeguarding Governor 
 

2. Links to other policies and national guidance 
 

• Safeguarding and Child Protection Policy 

• Whistleblowing Policy 

• Behaviour Policy 

• Staff Code of Conduct 

• Venn GPDR Policy 
 

3. The following guidance should also be read in conjunction with this policy: 
 

• Keeping Children Safe in Education, September 2024 

• Teaching Online Safety in School, June 2019 

• Education for a Connected World Framework, 2020 
 

4. Aims and Objectives 
 
New technologies inspire children to be creative, communicate and learn. However, 
while the internet is a great resource, it is important that children and young people 
are protected from the risks they may encounter. Griffin Primary School endeavours 
to highlight benefits and risks of using technology. We provide education and 
safeguarding of users to enable them to control their online experience. 
 
We believe that the key to developing safe and responsible behaviours online, not 
only for pupils but everyone within our school community, lies in effective education. 
We know that the internet and other technologies are embedded in our pupils’ lives, 
not just in school but in the wider world as well, and we believe we have a duty to 
help prepare our pupils to safely benefit from the opportunities the internet brings. 
 
Keeping Children Safe in Education (September 2024) identifies that the breadth of 
issues classified within online safety is considerable, but can be categorised into four 
areas of risk: 
 

• content: being exposed to illegal, inappropriate, or harmful content, for 
example: pornography, fake news, racism, misogyny, self-harm, suicide, anti-
Semitism, radicalisation, and extremism.  
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• contact: being subjected to harmful online interaction with other users; for 
example: peer to peer pressure, commercial advertising and adults posing as 
children or young adults with the intention to groom or exploit them for sexual, 
criminal, financial or other purposes.  

• conduct: online behaviour that increases the likelihood of, or causes, harm; 
for example, making, sending and receiving explicit images (e.g. consensual 
and non-consensual sharing of nudes and semi-nudes and/or pornography, 
sharing other explicit images and online bullying, and  

• commerce: risks such as online gambling, inappropriate advertising, phishing 
and or financial scams. If you feel your pupils, students or staff are at risk, 
please report it to the Anti-Phishing Working Group (https://apwg.org/). 

5. Teaching and Learning 
 
Griffin Primary School has a comprehensive plan (linked to the objectives outlined in 
Education for a Connected World) that ensures online safety is interwoven 
throughout our curriculum.  
 
The 3 key areas that are used to teach online safety include: 

• PSHE Jigsaw curriculum (online safety embedded throughout) 

• Computing lessons (NCCE Teach Computing – embedded throughout)  

• Class and phase assemblies  
 
There are also various other opportunities to teach and discuss online safety 
throughout the curriculum and we: 

• Provide opportunities for regular open floor sessions in each class to discuss, 
remind or raise issues. 

• Celebrate and promote Online Safety through whole-school activities, 
including promoting Safer Internet Day each year. 

• Discuss, remind or raise relevant Online Safety messages with pupils routinely 
wherever suitable opportunities arise during all lessons; including the need to 
protect personal information, consider the consequences their actions may 
have on others, the need to check the accuracy and validity of information 
they use and the need to respect and acknowledge ownership of digital 
materials. 

• Discuss, remind or raise with pupils, information regarding use of social 
media, games and apps; and the dangers of taking part in online crazes. 

 
Staff ensure: 

• Any internet use will be carefully planned to ensure that it is age appropriate 
and supports the learning objective for specific curriculum areas. 

• Pupils will be taught how to use a range of age-appropriate online tools in a 
safe and effective way. 

• They model safe and responsible behaviour in their own use of technology 
during lessons. 

• Pupils are taught how to search for information and to evaluate the content of 
websites for accuracy when using them in any curriculum area. 

• When searching the internet for information, pupils will be guided to use age-
appropriate search engines. All use will be monitored, and pupils will be 
reminded of what to do if they come across unsuitable content. 

• Pupils will be taught about the impact of online bullying and know how to seek 
help if they are affected by any form of online bullying. 
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• Pupils will be made aware of where to seek advice or help if they experience 
problems when using the internet and related technologies, i.e. parent or 
carer, teacher or trusted staff member, or an organisation such as Childline or 
the CEOP report abuse button. 

 
Pupils, parents and staff reminded about their responsibilities through an Acceptable 
Use Policy which every pupil will sign and be displayed throughout the school in each 
classroom. 
 

6. Staff training 
 
Our staff receive regular information and training on Online Safety issues, as well as 
updates as and when new issues arise.  Griffin Primary School is a member of 
National Online Safety website, which is now part of National College, and use their 
resources for CPD. 
 

• As part of the induction process all staff receive information and guidance on 
the Online Safety Policy, the school’s Acceptable Use Policy, online security 
and reporting procedures. 

• All staff will know what to do in the event of misuse of technology by any 
member of the school community. 

• All staff will be encouraged to incorporate Online Safety activities and 
awareness within their curriculum areas. 

• All staff will be made aware of individual responsibilities relating to the 
safeguarding of children within the context of online safety. In particular: 

• All staff should be aware of the indicators of abused/neglected children, 
including online. 

• All staff understand that online bullying can result in emotional abuse. 

• All staff know that sexual abuse can occur via the internet and involve a range 
of activities. 

• Staff should have an awareness of youth produced sexual imagery, known as 
sexting, and that this can be a sign of child-on-child abuse. 

• Staff should know how to respond to ‘sexting’ concerns appropriately. 

• Staff should be aware sexual harassment can take place online as well as off-
line. 

• Staff should be aware the internet can play a role in gang activity. 
 

7. Support for Parents/Carers 
 
The school will take every opportunity to help parents and carers understand these 
issues through: 

• Publishing the school Online Safety Policy on the school website.  

• Providing a copy of the learners’ acceptable use agreement (to be completed 
when a child is new to the school).  

• Publish information about appropriate use of social media relating to posts 
concerning the school.  

• Half-termly online safety school newsletter, the school website and information 
workshops.  
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• The school website and online safety newsletter, which will be used to provide 
parents with useful information about keeping children safe online, with links to 
appropriate online safety websites and resources. 

• In the event of a concern being raised during online safety lessons or open 
floor sessions, these will be discussed with the parent by the class teacher 
and further information provided if required. Annex B of Keeping Children Safe 
in Education (September 2024) signposts a number of useful websites that 
may support parents. 

 

8. Response to an Online Safety Incident of Concern 
 
An important element of online safety is the ability to identify and deal with incidents 
of concern including the confidentiality of information. All staff, volunteers and pupils 
have a responsibility to report online safety incidents so that they can be dealt with 
effectively and in a timely manner in order to minimise any impact. 
 
The school has incident reporting procedures in place, including the secure electronic 
reporting system CPOMS. All staff have restricted access to the system but have the 
ability to report online safety issues at any time. Key members of staff have full 
access to the system, which allows the ability to respond, action and analyse 
incidents. 
 
In the event of an online safety concern raised in school, parents will be informed and 
signposted to useful information. In the event of a serious online safety concern, the 
police will be informed in consultation with parents/carers. Concerns may also be 
raised with the UK Safer Internet Centre and CEOP. 
 

9. Email 
 
Staff will be allocated an email account for use in school. Staff will only use official 
school provided email addresses and should be aware that any use of the school 
email system can be monitored and checked. Staff should not use personal email 
accounts for professional purposes, especially to exchange any school related 
information or documents; or to email parents/carers. Staff should not send emails to 
pupils. 
 

10. Social Networking 
 
Staff 
The Griffin X (previously Twittter) account is password protected and the password is 
shared with staff, following approval from a member of the Senior Leadership Team. 
This is to give staff the ability to contribute to the school account. 
 
School staff should ensure that: 

• No reference is made in social media to learners, parents/carers or school 
staff.  

• They do not engage in online discussions on personal matters relating to 
members of the school community.  

• Personal opinions should not be attributed to the school or that may be 
damaging to the school.  
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• Security settings on personal social media profiles are regularly checked to 
minimize risk of loss of personal information.  

• They act as positive role models in their use of social media.  

• They do not accept friend requests from pupils or parents, past or present. 

• They should not post, comment or share any material deemed to be offensive 
(sexual, religious, racist, homophobic etc).  

 
Doing so will result in disciplinary action. 
 
Monitoring of public social media 

• As part of the active social engagement, the school may pro-actively monitor 
the internet for public postings about the school.  

• The school should effectively respond to social media comments made by 
others according to a defined policy or process.  

• When parents/carers express concerns about the school on social media we 
will urge them to make direct contact with the school, in private, to resolve the 
matter.  

 
Pupils  
The school provides measure to ensure reasonable steps are taken to minimize risk 
of harm to learners through: 

• Ensuring that personal information is not published.  

• Education/training is provided. 

• Clear reporting guidance, including responsibilities, procedures and sanctions.  

• Rise assessment, including legal risk.  

• Guidance for learners, parents/carers.  

11. Publishing Pupils’ Images and Work 
 
Pupils will not be allowed to post or create content on sites unless the site has been 
approved by a member of the teaching staff. Staff will model safe and responsible 
behaviour in their creation and publishing of online content within the school learning 
platform. 
 
Pupils’ full names will not be used anywhere on the website, particularly in 
association with photographs and videos. Written permission will be sought at the 
start of each year regarding the use of pupils’ photographs on the school website and 
X (formerly Twitter) account. 
 
Any images, videos or sound clips of pupils must be stored on the school network 
and never transferred to personally owned equipment. 
 
 

12. Digital and video images 
 
The school will inform and educate users about these risks and will implement 
policies to reduce the likelihood of the potential for harm.  
 

• Staff/volunteers must be aware of those pupils whose images must not be 
taken/published. Those images should only be taken to school devices. The 
personal devices of staff should not be used for such purposes.  
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• in accordance with guidance from the Information Commissioner’s Office, 

parents/carers are welcome to take videos and digital images of their children 

at school events for their own personal use (as such use in not covered by the 

Data Protection Act). To respect everyone’s privacy and in some cases 

protection, these images should not be published/made publicly available on 

social networking sites, nor should parents/carers comment on any activities 

involving other learners in the digital/video images 

• Staff and volunteers are allowed to take digital/video images to support 

educational aims, but must be stored on OneDrive and deleted from iPads.   

• Learners’ full names will not be used anywhere on a website or blog, 

particularly in association with photographs. 

13. Online publishing 
 
The school communicates with parents/carers and the wider community and 
promotes the school though: 

• Public-facing website 

• Social media (X formerly Twitter) 

• Online newsletters 

• Parentmail/Arbor 
 
The school website is managed/hosted by Jon Robson (Digital Schools). The school 
ensures that online safety policy has been followed in the use of online publishing 
e.g., use of digital and video images, copyright, identification of young people, 
publication of school calendars and personal information – ensuring that there is 
least risk to members of the school community, through such publications. 
 
Where learner work, images or videos are published, their identities are protected, 
and full names are not published. 
 

14. Managing Emerging Technologies, Mobile Phones and Devices 
 
Emerging technologies will be examined and assessed for educational benefit and a 
risk assessment will be carried out before use in the school is allowed. 
 
Staff 
 
Mobile phones, Smart watches and other personal devices will not be used in any 
way during lessons or directed time. They should be switched off or on silent at all 
times. Smart watches should be disabled when teaching so the text and call 
notifications are off. 
 
No images or videos will be taken on mobile phones or personally owned devices. 
Photographs and recordings can only be transferred from a school device and stored 
on a school computer/school network before printing. 
 
The sending of abusive or inappropriate text, picture or video message is forbidden. 
 
Pupils 

https://ico.org.uk/for-organisations/sme-web-hub/whats-new/blogs/taking-photographs-data-protection-advice-for-schools/
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Pupils in EYFS – Year 4 should not bring mobile phones into school.  
 
Year 5 children who bring their phones to school, should switch them off and hand 
them into the office at the start of the day and collect them from the office at home 
time. 
 
Year 6 children who bring their phones to school, should switch them off and place 
them in their class basket when entering their classroom. These are stored in a 
locked cupboard until the end of the day.  
 
Smart watches can be worn, however mobile phones that they may be linked to must 
be turned off or not brought into school.  
 
Pupils may be provided with school devices to use in specific learning activities under 
the supervision of a member of staff. 
 
Parents/Carers 
 
Parents are requested not use mobile phones or other personal devices when inside 
the school building, where pupils are present. 
 
In the case of school productions, parents/carers are permitted to take photographs 
of their own child in accordance with school protocols. These protocols strongly 
advise against the publication of any such photographs on social media sites.  
 

15. Managing ICT Systems and Access 
 
The school will agree on which users should and should not have internet access, 
and the appropriate level of access and supervision they should receive. All users will 
sign an Acceptable Use Policy, appropriate to their age and type of access. Users 
will be made aware that they must take responsibility for their use and behaviour 
when using school ICT systems and that such activity will be monitored and checked. 

16. Log ins 
 
Pupils may require usernames and passwords to access some online learning e.g. 
Reading Plus, SATs Companion, Lexia, TT Rock Stars etc. Usernames and 
passwords are provided to the pupils in the classroom. When these are shared for 
home use, this is done to a child’s parents via an individual Parentmail/Arbor or 
individual letters.  
 
All internet access will be undertaken alongside a member of staff or, if working 
independently, a member of staff will supervise at all times. 
 

17. Managing Filtering and Monitoring 
 
The school has the Netsweeper filtering and monitoring system in place, which is 
managed by the school and Venn’s ICT team. Banned phrases and websites are 
identified through this system and access blocked. The DSL is responsible for acting 
upon any breaches identified. 
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When pupils are using laptops or desktop computers in the classroom, staff must 
monitor what pupils are doing on them and be vigilant to pupils who may not be doing 
what they have been directed to.  This is physical monitoring and is as important as 
the technical monitoring which Netsweeper does for us. 
 
Physical monitoring: 
 

• Protects pupils from online threat and harmful online content. 
• Flags up an issue with a pupil's behaviour online. 
• Supports online safety and safeguarding. 

 
Physical monitoring is the responsibility of all staff in the classrooms.  If an issue 
arises, pupils should be informed of what they issue is and a discussion take place 
so they learn for the future.  This should also be logged on CPOMS under online 
safety. 
 
If staff or pupils identify an unsuitable website, it must be reported to the Online 
Safety Lead immediately. Any amendments to website access will be checked and 
assessed by the Online Safety Lead and members of SLT prior to being released. 

18. General Data Protection Regulation (GDPR) and Online Safety 
 
GPDR is relevant to online safety as it impacts on the way in which personal 
information should be stored on school networks, computers and storage devices; 
and the security required for accessing, in order to prevent unauthorised access and 
dissemination of personal material. 
 
Staff need to ensure that care is taken to maintain the safety and security of personal 
data regarding all of the school population and external stakeholders. Personal and 
sensitive information should only be sent via email when on a secure network. 
Personal data should only be stored on secure devices. 
 
All breaches of data must be reported to the Venn Data Protection Office (DPO) as 
soon as possible. 
 
This policy will be reviewed annually. 
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